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Data Protection at Nucleus

At Nucleu:s, We/pT'ioritize the integrity, security, and reliability of our platform. Below is an overview of the key systems 2

and protocols we have in place to protect your data and énsure uninterrupted service. -

DDoS Protection

Our platform is safeguarded by advanced Distributed
Denial of Service (DDoS) protection. Leveraging modern
detection and mitigation technologies, we actively monitor
for malicious traffic and neutralize threats before they
“impact performance. This ensures your operations remain
uninterrupted, even under attack.

Uptime Monitoring

System availability is critical. That's why Nucleus employs
real-time uptime monitoring tools that continuously track
performance across our infrastructure. These proactive
systems allow us to detect issues early, respond quickly,
and maintain consistent platform accessibility for all users.

Data Encryption: In Transit and At Rest

We protect your data at every stage. All information is
encrypted using industry-standard protocols both in transit
and at rest. Whether it's moving through networks or stored
in our systems, your data is secured against unauthorized
access and breaches.

Segmented Client Data - -

To maximize security and privacy, client data is fully
segmented within our architecture. Each organization’s E )
information is stored in isolation, eliminating the risk of -
cross-access and maintaining strict data boundariesin = -
accordance with best practices. = )

Comprehensive Audit Logging

Transparency and accountability are built into Nucleus.
Our platform includes detailed audit logs that capture all
in-platform activity—including data imports, exports, and
key user actions. These logs provide a full trace of system
interactions, supporting compliance efforts and enabling
rapid investigation of any anomalies.

Campaign Nucleus is built with security and resilience at its core—protecting your data,

Protection That

Powers You.

your supporters, and your operations.

Contact us at sales@nucl.co to learn how our platform safeguards your mission-critical work

while giving you full control and peace of mind.




